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Application of QR Code-based iterative phase recovery in

optical encryption for traffic image processing
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(School of Electronic and Information Engineering, Anhui University, Heifei 230601, China)

Abstract: In intelligent transportation systems, unprotected image data transmission faces serious security threats, and
existing encryption methods are often limited by image types, weak anti-noise capabilities, or limited encryption capacity.
Therefore, An optical encryption algorithm based on two-dimensional (Quick Response) (QR) code is proposed, which is
used in traffic image encryption. First, the original image is converted into a QR code, and then a randomly generated binary
plaintext mask and QR code are used to generate multiple ciphertexts by XOR operation, where the plaintext mask is used as
the first encryption key. Then, the iterative phase recovery module is used to encode these ciphertexts into a pure phase func-
tion (i.e., the second encryption key) in the Fourier domain and modulate each other into the final ciphertext. Through a se-
ries of experiments, it is proved that the proposed method can not only recover high-quality images, but also have good anti-
attack ability. In addition, this method theoretically improves the security and robustness of the system through the strong
fault tolerance of QR code and the multiple encryption mechanism of phase modulation.
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